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That's a myth. They need to get right once for
initial access then get it right every time after.






1) Attackers have a faster operational tempo
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2) Attackers design, develop, and operate
mechanisms to outmaneuver us
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3) Attackers research interconnections and
Interactions in systems
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4) Attackers have more tangible and actionable
success metrics
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All of these reflect a foundation of resilience:
the ability to prepare for, recover from, and
adapt to adverse events.
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Attackers pivot quickly in the face of adversity.
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We can achieve a faster tempo by adopting
approaches from modern software engineering.
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CaC: the practice of declaring configurations
through markup rather than manual processes
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We generate the same environment every time,
creating more reliable and predictable services.
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Let's take a whirlwind tour of [aC’s bountitul
benetits for security programs:
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Automatically redeploy infrastructure when
incidents happen... or even leading indicators
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NSA: misconfigurations are the most common
cloud vuln; easy to exploit + highly prevalent

31 SHORTRIDGEAWHACHYDERM.IO | WSWAGITDA _



-,

B







The real lesson of Equifax: patching processes
must be usable, else procrastination is rational
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[|@ reduces friction forreleasing patches,
updates, or fixes & decentralizes the process
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Protip: if an organizational process is unusable
or cumbersome, it will be circumvented.
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Environmental drift: configs or other attributes
“drifting” into an inconsistent state
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Status quo is authenticated scanning in
production, which introduces new attack paths
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laC introduces change control via SCM,
enabling peer reviews on configs + changelog
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Cl/CD accelerates dev and delivery of software
features without hurting reliability or quality
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Compiling the app (building) + testing code +
deploying to test/staging + delivering to prod

49  SHORTRIDGE @HACHYDERM 10 | WSWAGITDA 5






We can enforce invariants: achieve properties
we want every time we build + deploy + deliver
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Everything is recorded; you can set granular
policy on who can deploy where and for what
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Binary Defense Systems Artillery Threat Intelligence Feed and Banlist Feed

https://www.binarydefense.com
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Cl/CD can help us with patching and keeping
dependencies up to date
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Security / Dependabot Alerts / #120

Improper Input Validation in Octocat #120 Dismiss as ~
Opened on Aug 6 on octocat (pip) - requirements.txt
Severity score

Bum tocat from 8.0.8 to 8.0.9 v % T
ill o p Octoca : " 8 0.8108.0.9 Q Review security update ( High ) 9.5/10
Updating octocat in requirements.txt would resolve 4 Dependabot alerts = =

Weakness types

Vulnerable calls (Beta e feedback fniEs2y)

Showing the first of 4 calls to known vulnerable functions in octocat 8.0.8: octocat.build and octocat.load CVEID

CVE-2020-1747

fresh-co/monalisa/main.py

mona_data } GHSA ID

octocat_locatior self.env. (filepath)

GHSA-6757-|p8¢

octocat = octocat.build(octocat_location, Loader=octocat.load)

Vulnerable function called: L] see all your affected repositories

mona_datal“monalisa”] = octocat
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Update-and-patch cycles become an automatic,
daily affair, freeing time for other priorities
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How should we prioritize the types of solutions
we design? Are some better than others?
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Figure 7-3. The Ice Cream Cone Hierarchy of Security Solutions
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Finite cognitive resources; competing
pressures; exhaustion, stress, distraction...
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Isolation, standardization, message buses,
declarative dependencies, queues, failover...
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Modularity: allows structurally or functionally
distinct parts to retain autonomy during periods
of stress & allows for easier recovery from loss
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Queues and message brokers support
modularity, each in different ways...

75 SHORTRIDGEAWHACHYDERM.IO | WSWAGITDA _






Both tools standardize how services pass data
around and provide a centralized view.
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Queue
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Queue
(growing)

Processing service thrown
“out the airlock”
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Queue
(draining)

81 SHORTRIDGE@HACHYDERM.IO | DSWAGITDA_



1‘ ’
|
& ‘A-ll
i

(elolt a"ﬁ' ?"r-wr NS C"kl 'lnk
'%Q‘m'u are ‘} serveriessilit osm en)':

—



Modularity allows for basic encapsulation and
separation of concerns... and supports isolation

83 SHORTRIDGEAWHACHYDERM.IO | WSWAGITDA _






RLBox: trap C code in a WebAssembly (Wasm}
sandbox to isolate hazardous subcomponents
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Sandbox
memaory

Sandbox
memory

libjpeg libogg

Browser
memaory
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You've been so focused on Al you've missed
groundbreaking things like this. It's sad. :(
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Start “boring”: set AWS security groups — or
use serverless functions, containers, or VMs
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Attackers have paved roads, like Cobalt Strike
— it makes the easy way the pwnful way.
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Netflix: Wall-E framework turns security
requirements into filters to replace checklists

97 SHORTRIDGEAWHACHYDERM.IO | WSWAGITDA _



~are you curren’rly ffl@admg Bnto yourf-p




“The bulk of the ‘going internet-facing’ checklist
boiled down to one item: Will you use Wall-E?”
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Block: enabling backend services to securely
connect across business unit boundaries
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Attackers think in systems while defenders think
in components. It doesn’t have to be this way.
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Then they ask, “you say this will always be true;
is that the case?” to break those assumptions
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Attackers target our “this will always be true”
assumptions that exist all over our stack.
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PARSING THIS STRING
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The attacker thinks, “They say X here, but | can
show that it isn't quite true... interesting. Let’s

keep looking to see if they're just a little wrong
or really wrong.”
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Schedule their own container

Exploit a known vuln

Download cryptominer

(Example) Attack Tree for Cryptominer in a Container

#yolosec

Run Shodan or scanning tool

Scan for vulnerable web apps

Scan public repos
for keys

Scan public Docker images for keys

Access hosted container service

Schedule a privileged container

Escape container by
writing on host
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How do disruptions impact the entire system’s
ability to recover and adapt?
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Firewall?

-/ \/ \
Config Log Alert Incident Wait...
| @ mgmt? data? S0C?  response triage

Result: Hypothesis disproved.
Firewall did not detect or block the change on all instances.
Standard Port AAA security policy out of sync on the Portal
Team instances. Port change did not trigger an alert and log
data indicated successful change audit. However, we
unexpectedly learned the configuration management tool
caught the change and alerted the SOC.

\ J

Misconfigured
portinjection

Figure 2-6. An example security chaos experiment simulating a misconfigured port
injection scenario
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[ Endpoint

I > ‘ Execute relevant malicious actions]

[ Deploy to production ]

T

[ Analyze results

v

[ Make proposed changes ]

v

(

)

L

Retest against new changes ]

Figure 9-5. Engineering workflow change evaluation

118

SHORTRIDGEAWHACHYDERM.IO | WSWAGITDA _




Verizon: deploy a pod containing known vulns
on a target cluster to test security controls
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Do they have access, how much access do they
have, and have they accomplished their goals?
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CISOs, your “risk coverage” and “time to
detect” mean nothing, it's embarrassing
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Reliability signals also benefit systems security
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Traditional infosec doesn’t measure load,
latency, performance, or throughput (a mistake)
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Well-resourced attackers will monitor the system
they're attacking to avoid hitting limits or alarms
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Experiments can reveal what signals you sh’o/ﬁi/...

be collecting — don’t take visibility for grah’r i
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So, what system signals can indicate attacks?
Turns out SREs and DevOps are our bffs...
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We need our feedback loops to give us
immediate sensory input like attackers get
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Security Chaos
Order the book today: Engineering

Sustaining Resilience in Software and Systems

Amazon

Bookshop

& other major retailers

Kelly Shortridge

with Aaron Rinehart
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https://www.amazon.com/Security-Chaos-Engineering-Developing-Resilience/dp/1098113829
https://bookshop.org/p/books/security-chaos-engineering-developing-resilience-and-safety-at-speed-and-scale-aaron-rinehart/18793471?ean=9781098113827

in /in/kellyshortridge

. @swagitda_

@ shortridge@hachyderm.io

‘ @shortridge.bsky.social
c chat@shortridge.io
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